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Agenda

* Background and justification

* Guidance from responsible organizations
* How to use the guidance

* Summary

Target Audience

* Product developers, operations team

Many thanks to member of HL7 Mobile Healthcare subcommittee for providing
the motivation. If you are interested in joining Bee the wiki :
http ://wiki.hl7.org/index.php?titte=Mobile_Health
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Why is this topic important

* Moral and ethical obligation to safeguard the information
entrusted to our applications

* Fiduciary obligation when breaches occur
* Cost of breach reported at ~$363 per record (across all institutions) *

* 89 Percent of Organizations Experienced Data Breaches
(healthcare institutions)**

* The “value” of stolen PHI vs credit card identity is 10X (see Reuters:
http ://www.reuters.com/article/ussybersecurityhospitalsidUSKCNOHJ21120140924

*Ponemon Institute annuaCost of Data Breach Study: Global Analysisponsored

by IBM Seéhttp://www.ponemon.org

**ibid, Sixth Annual Benchmark Study on Privacy & Security of Healthcare Data, May
2016
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Quick look at recent breach trends

Change in Type of Breach 2010vs 2015
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Gartner Group references:

* Notice the changesin types of breaches —increase in hacking theft and criminal actions

* See: http://blogs.gartner.com/jack-santos/2016/01/07/2015-healthcare-breach-trends-the-wild-west-of-
healthcare-data

Run your own report at the HHS Breach Portal:
* https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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How to "“protect”

* Implement security in products we develop
* Judicious management of sites and services
* Diligence in execution

* Encryption

* Site security

* Application safeguards

* Organizational processes

5/15/2016 2016 Health Technology Forum - May 22-23 - Stanford University



Guidance

There is ample guidance in the public literature. Some sources follow

Authoritative guidance
* ONC

* HHS

HIPAA

NINYE

FIPS

FTC

Internet Guidance
* OWASP (Top 10) “"Open Web Application Security Project”

Suppliers guidance
* Cloud suppliers

* EHR vendors

* Device suppliers
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Practical Process

FTC/ONC/OCR/FDE&ompliance check list:
https://www.ftc.qov/tipsadvice/business
center/quidance/mobilehealth-appsinteractive-tool

Determine enduse of application
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Application Layer

- Service Layer

End Point Security Physical Layer
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Authoritative Guidelines

e At Rest _Guidance- HHS: NIST Special Puincatic_)n 800-
111, Guide to Storage Encryption Technologies for End
UserDevices

* Data In motion guidance — FIPS 140-2 validated.

» HHS: NIST Special Publications 8o0-52, Guidelines for the
Selection and Use of Transport Layer Security (TLS)
Implementations 8oo-77, Guide to IPsec VPNSs; or 8003, Guide
to SSLVPNs

* Data purge: NIST Special Publication 800-88, Guidelines
for Media Sanitization

* Architectural: NIST: Framework for Improving Critical
Infrastructure Cybersecurity, Version 1.0, February 12,
2014
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Vendor HIPAA Guidelines

Amazon

* Ref: Architecting for HIPAA Security and Compliance on
Amazon Web Services, Amazon Web Service, 2015

* Amazon Web Services: Overview of Security Processes,
Amazon Web Services, 2015

Microsoft

* Microsoft Azure HIPAA/HITECH Act Implementation
Guidance

Google
* HIPAA Compliance & Data Protection with Google Apps
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How to use guidance documents

Role Usage
Architect Understand guidance
Designer Decide on approach

Implementer Consider whether each approach introducegunerability

Operations Reviewvulnerabilities and exploits such as found in OWASP and other
sources

Then conduct your own Risk Assessment here:
www.HealthIT.gov/securityisk-assessment
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